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In one embodiment, a list of source identifiers is maintained at
a virtual switch. These source identifiers are allowed to send
packets through the virtual switch to ports in a private virtual
local area network (PVLAN). When a packet is received at the
virtual switch from a particular source destined for a particu-
lar port in the PVL AN, the virtual switch determines whether
a particular identifier associated with the particular source
matches one of the source identifiers in the list. If that par-
ticular source identifier is not on the list, the packet is pre-
vented from being forwarded to the particular port in the
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1
IMPLEMENTING PVLANS IN A
LARGE-SCALE DISTRIBUTED VIRTUAL
SWITCH

TECHNICAL FIELD

The present disclosure relates generally to computer net-
works, and, more particularly, to private virtual local area
networks (PVLANS).

BACKGROUND

PVLANSs provide Layer 2 (L.2) isolation within a single
broadcast domain of a physical switch. A typical physical
switch has a PVLAN promiscuous port and multiple isolated
or community ports that belong to the same physical switch.
Therefore enforcing a PVLAN isolation model among hosts
connected to the physical switch may be achieved.

In a large-scale Distributed Virtual Switch (DVS), the
switch scope spans across multiple physical hosts in a single
L2 domain. For instance, traffic from a Virtual Machine (VM)
may be processed by the virtual switch on a secondary Virtual
Local Area Network (VLAN) and may be sent from a first
server through its PVLAN promiscuous uplink port, which
converts the secondary VLAN to a primary VLAN thereby
terminating the PVLAN domain at the first server. When this
packet reaches a second server in the DVS on the primary
VLAN, the secondary VLAN information may have been
lost. That is, once the secondary VL AN identifying informa-
tion has been lost, this packet may be leaked to other PVLAN
host ports.

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments herein may be better understood by
referring to the following description in conjunction with the
accompanying drawings in which like reference numerals
indicate identically or functionally similar elements, of
which:

FIG. 1 illustrates an example communication network;

FIG. 2 illustrates an example network device/node;

FIG. 3 illustrates an example procedure for implementing
PVLANS in a large-scale distributed virtual switch;

FIG. 4 illustrates an example isolated PVLAN configura-
tion applied to the network in FIG. 1;

FIG. 5 illustrates an example community PVLAN configu-
ration applied to the network in FIG. 1;

FIG. 6 illustrates an alternate example isolated PVLAN
configuration applied to the network in FIG. 4; and

FIG. 7 illustrates an alternate example community PVLAN
configuration applied to the network in FIG. 5.

DESCRIPTION OF EXAMPLE EMBODIMENTS
Overview

According to one or more embodiments of the disclosure,
a list of source identifiers is maintained at a virtual switch.
These source identifiers are allowed to send packets through
the virtual switch to ports in a private virtual local area net-
work (PVLAN). When a packet is received at the virtual
switch from a particular source destined for a particular port
in the PVL AN, the virtual switch determines whether a par-
ticular identifier associated with the particular source
matches one of the source identifiers in the list. If that par-
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2

ticular source identifier is not on the list, the packet is pre-
vented from being forwarded to the particular port in the
PVLAN.

Description

A computer network is a geographically distributed collec-
tion of nodes interconnected by communication links and
segments for transporting data between end nodes, such as
personal computers and workstations, or other devices, such
as sensors, etc. Many types of networks are available, ranging
from local area networks (LANs) to wide area networks
(WANs). LANSs typically connect the nodes over dedicated
private communications links located in the same general
physical location, such as a building or campus. WANs, onthe
other hand, typically connect geographically dispersed nodes
over long-distance communications links, such as common
carrier telephone lines, optical light paths, synchronous opti-
cal networks (SONET), synchronous digital hierarchy (SDH)
links, and others.

FIG. 1 is a schematic block diagram of an example com-
puter network 100 in accordance with an illustrative embodi-
ment illustratively comprising nodes/devices 200 that are
interconnected by various methods of communication to one
or more virtual machines (VMs) 130, as well as optionally an
upstream node (e.g., switch) 120, which may be intercon-
nected with a gateway server 110. Note also that as described
below, one or more “supervisory devices” 180 may be in
communication with at least the devices 200.

In the illustrative embodiment, the devices 200a-b, may be
embodied as virtual switches that are installed on one or more
physical servers (e.g., in a cluster of servers) as may be
appreciated by those skilled in the art. That is, each of the
virtual switches 200a-5 in the network 100 may be installed
on the same physical server of a plurality of physical servers
in the network, or else on different physical servers within the
network.

Generally, the links may be wired links or shared media
(e.g., wireless links, etc.) where certain nodes 200, such as,
e.g., switches, computers, servers etc., may be in communi-
cation with other nodes 200, e.g., based on physical connec-
tivity, distance and/or signal strength, current operational sta-
tus, location, etc. Those skilled in the art will understand that
any number of nodes, devices, links, etc. may be used in the
computer network, and that the view shown herein is for
simplicity. Also, those skilled in the art will further under-
stand that while the network is shown in a certain orientation,
the network 100 is merely an example illustration that is not
meant to limit the disclosure.

Data packets 140 (e.g., traffic and/or messages sent
between the devices/nodes) may be exchanged among the
nodes/devices of the computer network 100 using predefined
network communication protocols such as certain known
wired protocols, wireless protocols (e.g., IEEE Std. 802.15.4,
WiFi, Bluetooth®, etc.), or other shared-media protocols
where appropriate. In this context, a protocol consists of a set
of rules defining how the nodes interact with each other.

FIG. 2 is a schematic block diagram of an example node/
device 200 that may be used with one or more embodiments
described herein, e.g., as any of the devices 200a-b shown in
FIG. 1 above. The device may comprise one or more network
interfaces 210 (e.g., wired, wireless, etc.), at least one pro-
cessor 220, and a memory 240 interconnected by a system bus
250, as well as a power supply 260.

The network interface(s) 210 contain the mechanical, elec-
trical, and signaling circuitry for communicating data over
links coupled to the network 100. The network interfaces may
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be configured to transmit and/or receive data using a variety
of different communication protocols. Note, further, that the
devices may have a plurality of interfaces 210, which may or
may not be of the same type of network connections, e.g.,
wireless and wired/physical connections, and that the view
herein is merely for illustration. Also, while the network
interface 210 is shown separately from power supply 260, for
Power-line communication (PL.C) the network interface 210
may communicate through the power supply 260, or may be
an integral component of the power supply.

The memory 240 comprises a plurality of storage locations
that are addressable by the processor 220 and the network
interfaces 210 for storing software programs and data struc-
tures associated with the embodiments described herein. The
processor 220 may comprise hardware elements or hardware
logic adapted to execute the software programs and manipu-
late the data structures 245. An operating system 242, por-
tions of which are typically resident in memory 240 and
executed by the processor, functionally organizes the device
by, inter alia, invoking operations in support of software
processes and/or services executing on the device. These
software processes and/or services may comprise switching
process/services 244, and an illustrative private virtual LAN
(PVLAN) process 248, as described herein. Note that while
PVLAN process 248 is shown in centralized memory 240,
alternative embodiments provide for the process to be spe-
cifically operated within the network interfaces 210 (process
“248a”).

It will be apparent to those skilled in the art that other
processor and memory types, including various computer-
readable media, may be used to store and execute program
instructions pertaining to the techniques described herein.
Also, while the description illustrates various processes, it is
expressly contemplated that various processes may be
embodied as modules configured to operate in accordance
with the techniques herein (e.g., according to the functional-
ity of a similar process). Further, while the processes have
been shown separately, those skilled in the art will appreciate
that processes may be routines or modules within other pro-
cesses.

Switching process 244 comprises computer executable
instructions executed by the processor 220 to perform func-
tions provided by one or more switching protocols, such as
various 1.2 switching protocols as will be understood by those
skilled in the art. These functions may be configured to man-
age a forwarding table (a data structure 245) containing, e.g.,
data used to make forwarding decisions.

As noted above, in a large-scale Distributed Virtual Switch
(DVS), the DVS scope spans across multiple physical hosts in
a single 1.2 domain. For instance, traffic from a particular
Virtual Machine (VM) 130 may be processed by the virtual
switch on a secondary Virtual Local Area Network (VLAN)
and may be sent from a first server/switch through its PVLAN
promiscuous uplink port, which converts the secondary
VLAN to a primary VLLAN thereby terminating the PVLAN
domain at the first server. When this packet reaches a second
server/switch in the DVS on the primary VL AN, the second-
ary VLAN information may have been lost. That is, once the
secondary VL AN identifying information has been lost, this
packet may be leaked to other PVLAN host ports.

Currently, a DVS may prevent information from being
leaked by distributing a Media Access Control (MAC)
address list of every PVLAN VM port (e.g., for VMs 130a and
1304) to every server in a cluster. These MAC entries are
inserted into the primary VL AN’s forwarding table. The sec-
ondary VLAN information is also contained within these
MAC entries so that when a frame from a PVLAN VM host
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port on a first server (e.g., “A”) reaches a second server (e.g.,
“B”) on the primary VLLAN, the source MAC address (iden-
tifier) is looked up on the primary VLLAN forwarding table to
determine whether or not that source MAC address is allowed
to access that particular PVLAN VM port. The primary
VLAN is then mapped to the appropriate secondary VLAN
based on the information contained within the MAC entry.
Once the mapping is resolved, all the PVLAN forwarding
rules are enforced based on the secondary VLAN. For
example, if the secondary VL AN is a community PVLAN,
the frame is allowed to reach the VM ports that are part of that
same community and dropped if it is destined to VM ports in
a different community.

However, in the above approach, every MAC address of
every PVLAN VM port is sent to every server in the cluster.
Thus, scalability is problematic in large-scale distributed vir-
tual switch (DVS) networks. That is, even if a server does not
host a VM port in that particular PVLAN, it still receives a
MAC address list for every PVLAN VM port, which is inef-
ficient.

As an example, referring again to FIG. 1, the virtual
machine 1 (VM1) 130a and the virtual machine 2 (VM2)
1305 may be placed in an isolated PVLAN within a primary
VLAN, and one or more uplink ports connected to the virtual
switches 200a and 2005 are designated as promiscuous ports
that terminate the PVL AN domain of the virtual switches at
the server level. In this example embodiment, a PVLAN
paradigm dictates that VM1 and VM2 should not be able to
communicate with each other. Instead, VM1 and VM2 are
only allowed to communicate with the gateway server 110 on
the primary VLLAN or other non-PVLAN devices on the pri-
mary VLAN through the promiscuous uplink ports on the
virtual switches 200a and 2005 since they are a part of an
isolated PVLAN.

When VM1 sends a packet on the isolated PVL AN, virtual
switch 200a maps the isolated PLVAN to the primary VLAN
and floods the packet to an upstream switch 120 on the pri-
mary VLAN. The upstream switch then floods the packet to
virtual switch 2005. When the virtual switch 2005 receives
the packet on its promiscuous uplink port, the packet (e.g.,
packet 140) is then flooded to VM2, thereby breaking the
PVLAN paradigm. Likewise, if VM1 and VM2 are placed in
two community PVLANS, both corresponding to primary
VLAN, traffic can also potentially leak across different com-
munities from the upstream switch that is only part of the
primary VLAN.

The technique herein, therefore, provide a system that is
able to terminate PVLAN domains at a virtual switch/server
within a cluster so that traffic from PVLAN host ports may
still be seen on the primary VL AN in an upstream network.
Furthermore, the techniques herein enforce the PVLLAN para-
digm across PVLAN host ports located on the same or dif-
ferent servers and virtual switches in the cluster. In particular,
to the techniques herein provide for efficient scalability in a
large-scale distributed switches, that is, for large numbers of
PVLAN host ports. In other words, an illustrative embodi-
ment according to the techniques herein provides a scalable
and reliable technique for providing PVLAN semantics
across various host ports of virtual machines in the same or
different servers (i.e., that contain the virtual switches) of a
cluster while at the same time terminating the PVLAN
domain at each virtual switch/server when required.

More specifically, according to one or more embodiments
of'the disclosure as described in greater detail below, a list of
source identifiers are maintained on each virtual switch in
associated with a port in a PVLAN. The source identifiers on
the listed indicate the sources that are allowed to send packets
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through that particular virtual switch to ports in the PVLAN.
When a packet is received at the virtual switch from a par-
ticular source destined for a particular port inthe PVL AN, the
virtual switch determines whether a particular identifier asso-
ciated with the particular source matches one of the source
identifiers in the list. If that particular source identifier is not
onthe list, the packet is prevented from being forwarded to the
particular port in the PVLAN. Furthermore, only those serv-
ers that own a port in a particular PVLAN store the list of
source identifiers for the particular PVL AN, thus allowing for
a more scalable distribution of source identifiers.

In particular, the illustrative embodiment provides a list of
source identifiers that can be transmitted to a PVLAN host
VM port in a distributed virtual switch (e.g., stored as a data
structure 245). For isolated PVLLANGs, the source identifier list
may include, for example, one or more MAC addresses ofjust
the non-PVLAN devices on the Primary VLLAN (e.g., for the
gateway 110). On the other hand, a source identifier list for
community PVLLANs, may include, for example, one or more
MAC address of the members of the community VLLAN and
those of the non-PVLAN devices on the Primary VLLAN.

The techniques herein thus allow for optimized and effi-
cient distribution of a source identifier list across multiple
servers. Notably, however, the source identifier list is illustra-
tively only sent to a virtual switch on a particular server if that
particular virtual switch/server hosts a PVLAN host port in
that particular PVLAN. Therefore, when packets are trans-
mitted to that PVL AN host port, those packets from source
identifier lists are allowed onto the PVLLAN while those pack-
ets from anyone else are dropped at the virtual switch.

Tlustratively, the techniques described herein may be per-
formed by hardware, software, and/or firmware, such as in
accordance with PVLAN process 248 (248a), which may
contain computer executable instructions executed by the
processor 220 (or independent processor of interfaces 210) to
perform functions relating to the techniques described herein,
e.g., in conjunction with switching process 244. For example,
the techniques herein may be treated as extensions to conven-
tional protocols, such as various distributed virtual switching
protocols, and as such, may be processed by similar compo-
nents understood in the art that execute those protocols,
accordingly.

Operationally, according to the techniques herein, each
server in a cluster may include at least one virtual switch that
is associated with at least one PVL AN host port and may also
include at least one or more network interface(s) 210 that may
be configured to communicate in computer network as part of
a (distributed) virtual switch. PVLAN process 248, when
executed by the one or more processors 220, may be config-
ured to maintain a list (e.g., a data structure 245) of source
devices, i.e., “source identifiers” that are allowed to send
packets through the virtual switch to ports in a private virtual
local area network (PVLAN). Since the number of sources
that are able to communicate with a PVLAN host tends to be
a relatively small number of sources, the source identifiers on
the list maintained by each virtual switch will be relatively
small. As mentioned above, these source identifiers may be
embodied as MAC addresses or any other identifier that is
capable of uniquely identitying a source. The sources may be
ports, virtual machines, or any other destination type node
capable of receiving packets.

Furthermore, a PVLLAN, to which a host VM port is asso-
ciated, may be either an isolated or community PVLAN. In an
isolated PVLAN, PVLAN host VM ports can only commu-
nicate with the non-PVL AN devices on the primary VLAN
(e.g., the gateway server 110). Hence, when a packet is des-
tinedto a PVLAN host VM port (VM) in an isolated PVLLAN,
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the packet can be forwarded if and only if the source identifier
of the packet matches the source identifier of non-PVLAN
devices.

On the other hand, when the PVLAN is a community
PVLAN, the list of identifiers associated with community
PVLAN list comprises one or more non-PVLAN devices on
a primary VLAN for the PVL AN, and source identifiers of
each port associated with that particular community PVLAN.
Additionally, one or more non-PVLAN devices may be a
gateway for the primary VLAN. Each community PVLAN
host VM port can only communicate with other members of
the same community and the non-PVLAN devices (e.g., gate-
way 110) on the primary VL AN. Hence, when the packet is
destined to a VM host port in a community PVLAN, the
packet can be forwarded if and only if the source identifier
matches the source identifier of one of the non-PVLAN
devices or one of the community members

The techniques herein provide an optimized distribution of
both isolated and community PVLAN source identifiers to
make implementation of PVL AN into a distributed virtual
switch network more scalable. For instance, if a particular
server in a cluster does not host any PVLAN host ports that
are part of a community or isolated PVL AN, then the list of
source/destination identifiers associated with that isolated or
community PVLAN need not be published to that server,
thereby preventing servers from having to store source iden-
tifiers for PVLLAN that do not have any ports on those serv-
ers.

Notably, programming of these lists on the servers/virtual
switches may be controlled and maintained by one or more
supervisory devices 180. Example supervisory devices 180
may comprise the gateway 110, the upstream switch 120, a
standalone configuration device, a network management
server (NMS), or other device able to communicate with and
configure the servers/virtual switches 200.

In general, there are at least two types of source identifiers
that may be included in the source identifier lists: non-PV-
LAN members and Community PVLAN members depend-
ing upon what kind of PVLAN the sources/destinations are
associated with. Typically, non-PVL AN members include the
gateway 110 on the Primary VLLAN as well as any physical
hosts on the primary VL AN that need to communicate with
the isolated or community PVLAN host port VMs. Since the
number of such devices that are deemed non-PVLAN mem-
bers is typically very small, these source identifiers may be
configured by an administrator on the supervisory device of
the DVS. The supervisory device may then propagate this
information to each of the virtual switch components in the
servers that are associated with that PVLAN.

The supervisory device, however, is responsible for man-
aging the “bring up/bring down” of the PVLLAN host ports on
each of the virtual switches that are within a community
PVLAN. Thus, the supervisory device is responsible for
maintaining a list of all the PVL AN Host VMs that are part of
each community PVLAN and mapping of servers with at least
one PVL AN host port belonging to each community PVLAN.
For instance, a bitmap may be used to manage a list of all of
the servers that own at least one host VM port on a particular
PVLAN, as may be appreciated by those skilled in the art.

More specifically, when a new port on a server is added to
a community PVLAN; the supervisory device obtains the list
of source identifiers for all of the PVL AN host VMs that are
apart of the community PVLAN and also obtains the bitmap
of servers with at least one PVL AN host port belonging to
each community PVLAN. The supervisory device then adds
the new port to the list of source identifiers associated with
that community PVLAN. Furthermore, when the server asso-
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ciated with the new port is not part of the bitmap of servers
with at least one PVLAN host port belonging to that commu-
nity PVLAN, the updated list of source identifiers for that
community PVLAN is sent to the server associated with the
new port and server is added to the bitmap for that particular
community PVLAN. Finally, the updated list of identifiers
associated with that community PVL AN is sent to all of the
servers on the bitmap that correspond to that community
PVLAN (generally except the new server since that server has
already been updated).

Conversely, a port may be deleted from a community
PVLAN as well by the supervisory device. In particular, in
this instance, the supervisory device again obtains the list of
source identifiers for all of PVLAN host VMs that are a part
of that community PVLAN and also obtains the bitmap of
servers with at least one PVL AN host port belonging to each
community PVLAN. Then it deletes from the list of source
identifiers associated with that particular community
PVLAN the source identifier associated with that particular
port and propagates the changes to all of the servers on the
bitmap associated with that particular community PVLAN.
Furthermore, if the server associated with the port no longer
hosts any ports associated with that community PVLAN, then
the list of source identifiers associated with that particular
community PVLAN is removed from that server and the
server is removed from the bitmap associated with that par-
ticular community PVLAN.

Ports may also be migrated from one server to another
within the same network. This is essentially equivalent to
deleting a port from a first server and adding the port to a
second sever. Thus, in this case, the supervisory device sends
an update to the first server indicating that the source identi-
fier associated with the port is no longer local to the first
server, and sends an update to the second server indicating
that the source identifier of the port is now local to this server.
Again, if no other ports on the first server are associated with
the same community PLVANs as the port, the list of source
identifiers for that particular community PVLAN is removed
from the first server and the server is removed from the bitmap
associated with that particular community PVLAN that the
port is associated.

Likewise, if the second server has other ports associated
with same community VL AN as the newly migrated port, the
list of source identifiers on the second server is updated to
include the source identifier of the newly migrated port. If,
however, the second server does not have any other ports
associated with the same community PVLAN as the newly
migrated port, then a list of the source identifiers associated
with that community PVLAN is sent to and stored on the
second server and the second server is added to the bitmap
associated with that particular community PVLAN.

When a new server, however, is added to the cluster, the
supervisory device again obtains the list of source identifiers
for all of PVLAN host VM ports that are a part of a commu-
nity PVLAN and also obtains the bitmap of servers with at
least one PVL AN host port belonging to each community
PVLAN. The source identifiers of all of the PVLAN host VM
ports on the newly added server are then added to the source
identifier list of that community PVLAN and an updated
source identifier list for that community PVL AN is sent to all
of'the other servers associated with that community PVLAN.
If the newly added server contains at least one PVLAN host
port associated with at least one community PVLAN, the new
server is added to each of the bitmaps associated with a
community PVLAN for which at least one port on the server
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is amember. The list of source identifiers for each community
PVLAN that has at least one port on the server is then sent to
that server.

Moreover, when a server is removed from a cluster, the
supervisory device obtains the list of source identifiers for all
of'the PVL AN host VM ports that are a part of a community
PVLAN and also obtains the bitmap of servers with at least
one PVL AN host port belonging to each community PVLAN.
The server is then removed from each bitmap of all of com-
munity PVLANSs that the server was previously associated.
Finally, each port on the server is deleted via the sequence
discussed above, and the source identifier lists for each asso-
ciated community PVLAN are updated accordingly within all
of the remaining servers on the cluster.

An illustrative procedure for implementing the PVLLANs in
a large-scale distributed virtual switch will now be described
with reference to FIG. 3.

In particular, FIG. 3 illustrates an example simplified pro-
cedure 300 for implementing PVL.ANSs in a large-scale virtual
switch in accordance with one or more embodiments
described herein, specifically from the perspective of a virtual
switch. The procedure 300 starts at step 305, and continues to
step 310 where, as described in detail herein, the list of source
identifiers is maintained at each virtual switch in the network.
This list, as noted above, contains the source identifiers that
are allowed to send packets through that particular virtual
switch to a port of a virtual machine in the PVLAN.

Accordingly, when a virtual switch receives a packet from
a particular source destined for a particular port in the
PVLAN in step 320, the virtual switch makes a determination
in step 330 as to whether a particular identifier associated with
the particular source matches a source identifier in the list
maintained on that particular virtual switch. When the source
identifier matches one of the source identifiers on the list
maintained on that virtual switch, the packet is forwarded on
to its intended destination in the PVL AN in step 350. When,
however, the source identifier associated with the particular
source does not match one of the source identifiers on the list
associated with that particular PVL AN, the packet is dropped
and thus prevented from being forwarded to any of the ports
in the PVLAN in step 340. The process illustratively ends at
step 355, though notably with the option to return to step 310
or 320 to maintain the list of source identifiers or to receive
additional packets, respectively.

It should be noted that while certain steps within simplified
procedure 300 are shown and described above, the steps
shown in FIG. 3 are merely examples for illustration, and
certain steps may be included or excluded as desired. Further,
while a particular order of the steps is shown, this ordering is
merely illustrative, and any suitable arrangement of the steps
may be utilized without departing from the scope of the
embodiments herein.

The techniques herein are further described with reference
to FIGS. 4-7 showing example topologies and settings in
which one or more illustrative embodiments may be applied.

In particular, FIGS. 4-5 illustrate a scenario in which the
source of a packet and the destination of packet are both on the
same server.

More specifically, FIG. 4 illustrates one example embodi-
ment in which a virtual machine 1 (VM1) 430a and virtual
machine 2 (VM2) 4305 may be designated within an isolated
PVLAN 410 corresponding to primary VLLAN 400. Both the
VM1 430a and the VM2 4305 may, though need not be,
installed on the same physical server. Likewise, the virtual
switch 200a may also optionally be installed on the same
server as VM1 and VM2 in certain embodiments.
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Furthermore in this example embodiment, virtual switch
200a may be programmed with a list of source identifiers
associated with the isolated PVLAN 410. In this case, since
the PVLAN 410 is isolated, the list of source identifiers in this
example embodiment would only include the source identi-
fiers (MAC address) associated with the gateway server 110
on the primary VL AN 400.

In this example, when VM1 sends a packet 440 destined to
VM2, the virtual switch 200a processes the packet on the
PVLAN 410. Since the destination (i.e., VM2) is in an iso-
lated PVLAN, the virtual switch 200a checks whether the
source identifier associated with VM2 matches one of the
addresses in the list of source identifiers associated with iso-
lated PVLAN 410. In this case, since VM2 is isolated from
VM1, the source identifier, e.g., MAC address, of VM2 would
not be on the list of source identifiers programmed on the
virtual switch 200a. Thus, the packet 440 would be dropped
and prevented from being forwarded to VM2 at virtual switch
200a.

FIG. 5 illustrates another example embodiment, in which a
VM1 530a and a VM2 5305 may be configured within a
community PVLAN 510 corresponding to primary VLAN
500 and a VM3 530¢ may be in community PVLAN 520
corresponding to the same primary VLAN 500. Note that
VM1, VM2, and VM3 may be installed on the same server,
though this is not necessary.

In this case, virtual switch 200a may be programmed with
a first list of source identifiers associated with the community
PVLAN 510, where the first list of source identifiers would
include the source identifiers of the gateway server 110 on
primary VLAN 500, VM1’s source identifier, and VM2’s
source identifier. Furthermore, the virtual switch 2004 in this
example embodiment would also be programmed with a sec-
ond list of source identifiers associated with community
PVLAN 520, which in this case would include the source
identifier of the gateway server 110 of the primary VLAN 500
and the source identifier of VM3.

Thus, according to the illustrative embodiment, when VM1
sends a packet 540 destined for VM2, the virtual switch 200a
processes the packet on the community PVLAN 510. Since
the destination VM2 is part of the community PVLAN 510,
the virtual switch 200a checks whether the source identifier is
in the list of source identifiers associated with community
PVLAN 510 by matching the source identifier of VM2 with
the source identifiers on list of source identifiers associated
with the community PVLAN 510. Since VM1 is indeed part
of the list of source identifiers for community PVLAN 510,
the packet 540 in this case would be forwarded to VM2.

When, however, in this example embodiment VM1 sends a
packet 570 destined to VM3, the virtual switch 200a pro-
cesses the packet on the PVLAN 520. Since the destination
VM3 is part of the community PVL AN 520, the virtual switch
200a checks the second list of source identifiers associated
with community PVLAN 520 to determine if the packet 570
can be sent to VM3. Since VM1 is not part of the second list
of source identifiers for community PVLAN 520, the packet
570 is dropped at virtual switch 200a and is not forwarded to
VM3.

Alternatively, FIGS. 6-7 illustrate two example embodi-
ments that describe a situation in which the source of a packet
and the destination of a packet are on different servers in a
cluster.

More specifically, FIG. 6 illustrates an example in which a
VM1 630a and a VM2 6305 which are designated in an
isolated PVLAN 610 corresponding to primary VLAN 600
and both VM1 and VM2 are connected to different servers,
e.g., hosting virtual switches 200a and 2005. In this case,
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virtual switches 200a and 2005 are both programmed with a
list of source identifiers associated with isolated PVLAN 610.
Againin this case, since the PVLLAN 610 is isolated, the list of
source identifiers in this example embodiment would only
include the source identifiers associated with the gateway
server 110 on the primary VLLAN 600.

Accordingly, when VM1 sends a packet 640 destined for
VM2, and the virtual switch 200a floods the packet 640 to the
upstream switch 120 on the primary VLLAN 600, the upstream
switch then floods the packet to virtual switch 2006 on server
660. The virtual switch 2005 then processes the packet 640 on
VLAN 600 to determine if the packet 640 may be sent on to
its destination VM2. Accordingly, VM2 checks the list of
source identifiers that are associated with the isolated
PVLAN 610 and determines whether the source identifier
(e.g., VM1) is on the list of source identifiers. Since, the
source identifier of VM1 would not be on the list of source
identifiers, the packet 640 in this case would be dropped
(blocked) at virtual switch 2004.

FIG. 7 illustrates another example embodiment in which a
VM1 730a and a VM2 7305 may be within in a community
PVLAN 710 corresponding to primary VLAN 700 and a
VM3 730c¢ may be in community PVLAN 720 corresponding
to the same primary VLAN 700. In this embodiment, it is
assumed that at VM1 is in communication with a first server
(virtual switch 200q) and VM2 and VM3 are in communica-
tion with a different server (virtual switch 2005). However,
VM2 and VM3 may also be installed on different servers as
well.

In this example embodiment, virtual switches 200a and
2005 are both programmed with a first list of source identifi-
ers associated with the community PVLLAN 710. In this case,
the first list of source identifiers would include the source
identifiers of the gateway server 110 on primary VLAN 700,
VM1’s source identifier, and VM2’s source identifier. Fur-
thermore, both virtual switches 200a and 2005 in this
example embodiment would also be programmed with a sec-
ond list of source identifiers associated with community
PVLAN 720, which in this case would include the source
identifier of the gateway server of the primary VL AN 700 and
the source identifier of VM3.

Accordingly, when VM1 sends a packet 740 destined to
VM2, virtual switch 200a again floods the packet 740 to the
upstream switch 120 on the primary VLAN 700 and the
upstream switch 120 forwards the packet 740 to virtual switch
2005 on server. The virtual switch 2005 processes the packet
740 on the primary VLAN 700 and since the destination,
VM2, is part of community PVLAN 710, the virtual switch
2005 determines whether the source identifier (VM1) is on
the first list of source identifiers that is associated with com-
munity PVLAN 710. In this case, since the source identifier
associated with VM1 is indeed on the list of source identifiers
associated with community PVLAN 710, the virtual switch
2005 allows the packet 740 to be forwarded to VM2.

However, when VM1 sends a packet 770 destined to VM3,
virtual switch 200a again floods the packet 770 to the
upstream switch 120 on the primary VLAN 700 and the
upstream switch 120 forwards the packet 770 to virtual switch
2005 on server. The virtual switch 2005 processes the packet
770 on the primary VLAN 700 and since the destination,
VM3, is part of community PVLAN 720, the virtual switch
2005 determines whether the source identifier (VM1) is on
the second list of source identifiers that is associated with
community PVLAN 720. In this case, since the source iden-
tifier for VM1 is not on the list of source identifiers associated
with community PVLAN 720, the packet 770 is dropped at
virtual switch 2005.
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The techniques described herein, therefore, provide for
efficient implementation of PVLANSs in a large-scale distrib-
uted virtual switch, specifically by providing a scalable tech-
nique that does not require every server in the cluster to
receive every PVLAN host VM port identifier, unlike previ-
ous solutions that distribute every PVLAN host VM port to
every server in the cluster. In particular, when a PVLAN host
port is an isolated PVLAN host port, each server stores a
source identifier, e.g., MAC address, of just the non-PVLAN
devices in the primary VLAN. For community PVLAN host
ports, however, each server stores only the source identifiers
of PVLANSs of particular PVLLAN host ports that are a mem-
bers of those PVLANSs. That is, if a server/device does not
host any community PVLAN host VM ports, that particular
server does not store the source identifiers of any of the
community members, thus improving scalability and storage
efficiency across the entire DVS.

While there have been shown and described illustrative
embodiments that provide for implementing PVLLANs in a
large-scale distributed virtual switch, it is to be understood
that various other adaptations and modifications may be made
within the spirit and scope of the embodiments herein. For
example, the embodiments have been shown and described
herein with relation to particular network configurations
between particular types of devices. However, the embodi-
ments in their broader sense are not as limited, and may, in
fact, be used with other types of distributed virtual switch
architectures. In addition, while certain protocols may have
been illustrated or implied, other suitable protocols may be
used, accordingly.

The foregoing description has been directed to specific
embodiments. It will be apparent, however, that other varia-
tions and modifications may be made to the described
embodiments, with the attainment of some or all of their
advantages. For instance, it is expressly contemplated that the
components and/or elements described herein can be imple-
mented as software being stored on a tangible (non-transi-
tory) computer-readable medium (e.g., disks/CDs/RAM/EE-
PROM/etc.) having program instructions executing on a
computer, hardware, firmware, or a combination thereof.
Accordingly this description is to be taken only by way of
example and not to otherwise limit the scope of the embodi-
ments herein. Therefore, it is the object of the appended
claims to cover all such variations and modifications as come
within the true spirit and scope of the embodiments herein.

What is claimed is:
1. A method, comprising:
receiving, at a virtual switch, a list of source identifiers
from a supervisory device, the virtual switch receiving
the list of source identifiers only if the virtual switch
hosts a private virtual local area network (PVLAN) pro-
miscuous port in that particular PVLAN, wherein:
when the PVLAN is an isolated PVLAN, the list of
source identifiers includes one or more non-PVLAN
devices on a primary virtual local area network
(VLAN) for the PVL AN, and
when the PVLAN is a community PVLAN, the list
includes one or more non-PVLLAN devices on a pri-
mary VLAN for the PVLAN, and identifiers of each
port associated with the community PVLAN;
maintaining, at the virtual switch, a list of source identifiers
that are allowed to send packets through the virtual
switch to ports in the PVLLAN, wherein the source iden-
tifiers on the maintained list indicate source devices that
are allowed to send packets through the virtual switch to
the ports in the PVLAN;
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receiving a packet at the virtual switch from a particular
source destined for a particular port in the PVLAN;

determining whether a particular identifier associated with
the particular source matches one of the source identifi-
ers in the list; and

preventing the packet from being forwarded to the particu-

lar port in the PVLAN when the particular identifier is
not in the list.

2. The method of claim 1, wherein the one or more non-
PVLAN devices is a gateway for the primary VLAN.

3. The method of claim 1, wherein the virtual switch is on
a server of a plurality of servers, and wherein only those
servers with ports in the community PVLAN store the iden-
tifiers of each port associated with the community PVLAN.

4. The method of claim 1, wherein one or more of the ports
in the PVL AN are host VM ports.

5. The method of claim 1, wherein the identifiers are media
access control (MAC) addresses.

6. An apparatus, comprising:

one or more network interfaces to communicate in com-

puter network as part of a virtual switch;

a processor coupled to the network interfaces and adapted

to execute one or more processes; and

a memory configured to store a process executable by the

processor, the process when executed operable to:
receive from a supervisory device in the computer net-
work a list of source identifiers, the virtual switch
receiving the list of source identifiers only if the vir-
tual switch hosts a private virtual local area network
(PVLAN) host port in that particular PVLAN,
wherein:
when the PVLAN is an isolated PVLAN, the list of
source identifiers includes one or more non-PV-
LAN devices on a primary virtual local area net-
work (VLAN) for the PVLAN, and
when the PVLAN is a community PVLAN, the list
includes one or more non-PVLAN devices on a
primary VL AN for the PVLAN, and identifiers of
each port associated with the community PVLAN;
maintain a list of source identifiers that are allowed to
send packets through the virtual switch to ports the
PVLAN, wherein the source identifiers on the main-
tained list indicate source devices that are allowed to
send packets through that the virtual switch to the
ports in the PVLAN;
receive a packet from a particular source destined for a
particular port in the PVLAN;
determine whether a particular identifier associated with
the particular source matches one of the source iden-
tifiers in the list; and
prevent the packet from being forwarded to the particu-
lar port in the PVL AN when the particular identifier is
not in the list.

7. The apparatus of claim 6, wherein, when the PVL AN is
an isolated PVLAN, the one or more non-PVLAN devices is
a gateway for the primary VLLAN.

8. The apparatus of claim 6, wherein, when the PVL AN is
a community PVLAN, the virtual switch is on a server of a
plurality of servers, and wherein only those servers with ports
in the community PVLAN store the identifiers of each port
associated with the community PVLAN.

9. The apparatus of claim 6, wherein one or more of the
ports in the PVL AN are host VM ports.

10. The apparatus of claim 6, wherein the identifiers are
media access control (MAC addresses.

11. A tangible, non-transitory, computer-readable media
having software instructions thereon, the software instruc-
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tions, when executed by a processor on a device in a computer receive a packet from a particular source destined for a
network configured to operate as part of a virtual switch, particular port in the PVLAN;
operable to: determine whether a particular identifier associated with

receive from a supervisory device in the computer network
a list of source identifiers, the virtual switch receiving 5
the list of source identifiers only if the virtual switch

the particular source matches one of the source iden-
tifiers in the list; and

hosts a private virtual local area network (PVLAN) host prevent the packet from being forwarded to the particu-
port in that particular PVLAN, wherein: lar portin the PVLAN when the particular identifier is
when the PVLAN is an isolated PVLAN, the list of not in the list.
source identifiers includes one or more non-PVLAN 10 12. The method of claim 11, wherein the virtual switch is
devices on a primary virtual local area network on a server of a plurality of servers, and wherein when the
(VLAN) for the PVLAN, and PVLAN is a community PVLAN;, only those servers with
when the PVLAN is a community PVLAN, the list  ports in the community PVLAN store the identifiers of each
includes one or more non-PVLAN devices on a pri- port associated with the community PVLAN.

mary VLAN for the PVLAN, and identifiers of each
port associated with the community PVLAN;
maintain a list of source identifiers that are allowed to
send packets through the virtual switch to ports in the
PVLAN, wherein the source identifiers on the main-

15 13.Thetangible, non-transitory, computer-readable media
of claim 11, wherein one or more of the ports in the PVLLAN
are host VM ports.

14. The tangible, non-transitory, computer-readable media
tained list indicate source devices that are allowed to of claim 11, wherein the identifiers are media access control

send packets through that particular virtual switch to 20 (MAC) addresses.
the ports in the PVLLAN; I T S



